NEAArTOrAM O6 UHOGOPMALIMOHHO BE3OMACHOCTH

Koraa peyb 3axoauT 06 nHDOpMaLMOHHON 6€30NacHOCTH, 06bIYHO Mbl HAUMHAEM AyMaTb O KOMMblOTEpax, CeTAX, UHTEpHeTe 1 Xakepax. Ho
Ans obpasoBaTenbHOl cpeAbl Npobnema CTOMT WUpe: B OFPaXAeHWM yyallerocs ot MHhopMaLumn, KoTopasi MOXET HEeraTMUBHO MOBANSTb Ha ero
¢opMMpoBaHMe N pas3BuUTME, TO €CTb O MponaraHae pas/IMYHON HanpaBIEeHHOCTH.

MoHsATMe nHpopmMauMoHHOK 6e30NacHOCTH

Mop l/IHq)OpMaLLVIOHHOﬁ 6€30MacHOCTbI0 MOHMMAEeTCs 3aWMLLEHHOCTD MHd)OpMaLlMOHHOﬁ CUCTEMbI OT cnyqaﬁHoro nnu npeaHaMepeHHoro
BMeLWaTeNnbCTBa, HaAHOCALWEro yu.|ep6 Bnagenbuam Uaun nonb3oBaTtensam VIH¢)0pMaLlMM.

Ha npakTuke BaXXHeWnMn SABASTCSA TPU acnekta MHOOPMaLMOHHOW 6e30nacHoCTu:
AOCTYMHOCTb (BO3MOXHOCTb 3a pa3yMHOE BpeMs Mony4ntb Tpebyemyo MHDOPMaLMOHHYO YCayry);

LeNOCTHOCTb (aKTyanbHOCTb U HEMPOTUBOPEUYNBOCTb MHDOPMaLMK, ee 3alUMLLEHHOCTb OT paspyLleHUs U HeCaHKLMOHMPOBAHHOIO
U3MEHeHUS);

o KOHMbMAEHUMANBbHOCTL (3awmuTa OT HECAHKLMOHMPOBAHHOMO NMPOYTEHMS).

HapylueHuns 4OCTYNHOCTH, LEeNOCTHOCTU U KOHPUAEHLUMANbHOCTU MHMOPMaLMK MOTYT 6bITb BbI3BaHbl Pa3/IMYHbIMU ONACHLIMW BO3AENCTBUAMMN
Ha MH(HOPMALIMOHHbIE KOMMbIOTEPHbIE CUCTEMBI.
OCHOBHbIe Yyrpo3bl MH(pOpMaLMOHHO 6e3onacHocTH

CoBpeMeHHasi MH(OPMaLMOHHas cUcTeMa NpeacTaBnseT coboit CNOXHYI CUCTEMY, COCTOSALLYIO U3 6OMbLIOMO YMCa KOMMOHEHTOB pasfiuyHOM
CTeneHn aBTOHOMHOCTU, KOTOpble CBsi3aHbl Mexay co6oi n 06MeHUBalOTCS AaHHbIMU. MPaKTUUYECKU KaXabli KOMMOHEHT MOXET NoABEPrHyTbLCS
BHELWHEMY BO3AEWCTBUIO AN BbINTU U3 CTPOsi. KOMNOHEHTbI aBTOMaTU3NMpPOBaHHOMW MHMOPMaLIMOHHON CUCTEMbI MOXHO pas3buTb Ha cneaywowme
rpynnbi:

AnnaparHble CPeACTBa. TO KOMMbIOTEPbI U UX COCTaBHble YacT (NMPOLLECCOpbl, MOHUTOPbI, TEPMUHASbI, NepudepuiiHbie yCTpoicTBa —
NPVHTEPbI, KOHTPO/Epbl, kabenu, IMHUK CBS3U U T.4.);

Mporp oe o6ecrneyeHmne. 3TO NPUoBPETEHHbIE MPOrpaMMbl, UCXOAHbIE, O6bEKTHbIE, 3arpy304Hble MOAY/IM; ONMepPaLMOHHbIE CUCTEMbI U
CUCTEMHbIE MPOrpamMMbl (KOMMUASTOPbI, KOMMOHOBLUMKK U Ap.), YTUANUTbI, AMAarHOCTUYECKUE NPOrpaMMbl U T.4.;

AaHHble, XxpaHUMble BDEMEHHO W MOCTOAHHO, Ha AMCKax, GnalKkax, nevyaTHble, apXUBbl, CUCTEMHbIE XYPHanbl U T.4.;

MepcoHan. MNonb3oBaTenn, CUCTEMHbIE aAMUHUCTPATOPbI, NPOrPaMMUCTbI U Ap.

OnacHble BO3AENCTBUS Ha KOMMbIOTEPHYIO VIHCbOpMaLLVIOHHle CUCTEMY MOXHO noApasfennTb Ha Cﬂy“laﬁHble M npefHaMepeHHble, AHanus
OnbITa NMPOEKTUPOBAHUA, U3FOTOBJIEHUA U 3KCNyaTaunun VIHd)OpMaLI,VIOHHbIX CUCTEM MOKa3bliBaeT, YTo VIHd)OpMaLlMFI noAaBepraeTca pasjinyHbIM
Cﬂy“lal;IHblM BO3AEWCTBMAM Ha BCEX 3Tanax LMKIA XU3HU CUCTEMBI. MpuunHamm CJ'I\/‘-IaﬁHbIX BO3AENCTBUI npu aKCcnayaTaumm MoryT 6bITb:

aBapuiiHble CUTyaLMmn U3-3a CTUXUIAHBIX 6€ACTBUIA U OTKITIOYEHNIA SNEKTPONUTaHNS;
oTKasbl U cbom annapaTypbl;
own6bKM B NporpaMMHOM ob6ecrneyeHunu;

owmnbku B paboTe nepcoHana;

NOMexun B JIMHUSIX CBA3WN U3-3a BO3AENCTBUIA BHELUHEN cpeabl.

MNpeaHamepeHHble BO3AENCTBUS — 3TO Lie/sieHanpas/ieHHble AeMCTBUS HapywuTens. B kauecTBe HapywuTens MoryT BbICTynaTb CyXalui,
NoceTuTeNb, KOHKYPEHT, HAeMHUK. [JeNCTBUSI HapyLwuTens MoryT 6biTb 06YCN0BNEHbI Pa3HbIMW MOTUBAMM:

HEeNOoBONbCTBOM C/yXallero CBOel Kapbepo;
B3STKOW;
nbonbITCTBOM;

KOHKYpPEHTHOW 6opbboit;

CTpeM/IeHMEM CaMOyTBEPAUTLCS Nto60N LeHON.
MO>HO COCTaBUTb MMMNOTETUYECKYIO MOAENb MOTEHLMANbHOIO HapyLIMTens:
KBanudukauma HapywmnTens Ha ypoBHe pa3paboTynka AaHHOW CUCTEMbI;
HapyLluMTenem MoXeT 6biTb Kak NMOCTOPOHHEE NINLIO, TaK U 3aKOHHbIV MO/Ib30BaTe/lb CUCTEMBI;

HapyLUTenNo U3BecTHa MHbopMauus o NnpuHUMnax paboTbl CUCTEMBI;

HapywwuTenb Bbibupaet Hanbonee cnaboe 3BeHO B 3aliuTe.

Hanbonee pacnpocTtpaHeHHbIM U MHOroo6pasHbiM BUAOM KOMMbIOTEPHbIX HapYLWEHNIA ABNSAETCS HECAHKLMOHMPOBAHHbIN A0CTYM.
HecaHKUMOHNPOBaHHbIA AOCTYN UCMOMb3yeT Nobyto OWNOKY B CUCTEME 3aLUUTbl U BO3MOXEH MPU HepaLMoHanibHOM BbiI6Ope CpeacTB 3aliuThl,
MX HEKOPPEKTHOM YCTaHOBKE U HacTpolike.

MpoBeaem knaccmduKaLmio KaHanoB HECAHKLMOHMPOBAHHOMO AOCTYNa, MO KOTOPbIM MOXHO OCYLLIECTBUTb XULLEHNE, U3MEHEHNE UK
YHUYTOXEHME MHpOopMaLmn:
Yepes yenoBeka:
XULEeHWe HocuTenen nHdopmMaumu;
yTeHne UHdOoPMaLMN C 3KpaHa UNu KnasmaTypsbl;
yTeHne nHdopMaLnn M3 pacneyaTku.
Yepes nporpammy:
nepexsat naponew;
Aelwndposka 3awmndpoBaHHONW MHbOPMaUUK;

KOMWpoBaHue MHbopMaLnn C HoCcUTens.
Yepes annaparypy:

NoAK/OYEHNE cneLlnanbHo pa3paboTaHHbIX annapaTHbIX CPpeacTs, obecneyumnsaroLmx 4OCTyN K MHdopMaLmuu;
nepexeaT No60YHbIX 3NEKTPOMarHUTHbLIX U3MyYeHWId OT annapaTypbl, IMHUI CBSA3U, CETEl SNEKTPONUTaHUS U T.A4.

Oco60 cneayeT OCTaHOBUTBLCS Ha yrpo3ax, KOTOPbIM MOTYT NOABEPraTbCs KOMMblOTEPHble ceTu. OCHOBHas 0CO6eHHOCTb Nt060M KOMMbIOTEPHOM
CeTN COCTOMT B TOM, YTO €e KOMMOHEHTbI pacnpeseneHbl B NpocTpaHcTBe. CBA3b MeXAy y3naMu CeTu OCyLecTBaseTcs hU3nYeckn C NoOMOLLbLO
CeTeBbIX JIMHUI N MPOrpPaMMHO C NOMOLLbIO MexaHn3Ma cooblueHuii. Mpu 3ToM ynpaensowme coobLeHnsa 1 AaHHble, NnepecbliaeMble Mexay
y3namu ceTu, nepeaarTcs B Buae naketoB obmMeHa. KOMNbOTEPHbIE CETU XapaKTepHbl TEM, YTO MPOTUB HUX NPEANPUHUMALOT TaK HasblBaeMble
yAaneHHble aTaku. HapylwuTenb MOXET HaXx0AUTLCS 3@ TbICAYM KUJIOMETPOB OT aTakyeMoro ob6bekTta, Npu 3TOM HanageHUo MOXeT
noaBepraTbCs He TOJIbKO KOHKPETHbI KOMMNbIOTEP, HO U MH(OPMaUMs, NepeaaoLascs no ceTeBblM KaHanaM CBs3M.

O6ecneueHne HpopMaLNMOHHOWU 6e3onacHoCTH

dopMupoBaHue pexnma MHDopMaLMOoHHON 6e3onacHOCTM — NnpobneMa KoMnaekcHas. Mepbl No ee peleHnto MOXHO NoApasaennTb Ha NSATb
YPOBHeW:
1. 3aKoHoaaTeIbHbl# . DTO 3aKOHbl, HOPMATMBHbIE aKTbl, CTaHAAPTbI U T.M.

HopMmaTuBHo-npaBoBas 6a3a onpeaenstowas NopsAoK 3awmTsl HbOPMaLMK:



2. MopasnibHO-3TNYE€CKMI. BCEBO3MOXKHbIE HOPMbI MOBEAEHMS, HECOBIOAEHME KOTOPLIX BEAET K MaAEHUIO NPECTMXA KOHKPETHOrO YesnoBeka
WAN Lenioi opraHnsaumnu.
3. AAMMHNCTPaTNBHBINA. [lecTBUS 06Lero xapakrepa, NpeanpuHMMaeMble pyKOBOACTBOM OpraHusaunn. TakuMm AOKYMEHTaMn MOryT 6biTb:

npukas pyKoBoAMTENSA O Ha3HauyeHUU OTBETCTBEHHOro 3a o6ecneyeHne MHHOpMaLMOHHON 6e30NacHOCTH;
OOJIKHOCTHbIE 0643aHHOCTM OTBETCTBEHHOMO 3a obecnevyeHme MHDOPMaLMOHHON 6e30nacHoCTH;

nepeyeHb 3almuiaeMblx I/IH¢)0pMaLlMOHHbIX pecypcos n 6a3 AaHHbIX;

MHCTPYKLMIO, ONpeaensiowyo nopsaok npeaoctaBneHns nHhbopMaunmn CTOPOHHUM OpraHM3aumsM Nno ux 3anpocam, a Takxe no
npaeam A0CTyna K Heil COTPYAHWUKOB OpraHu3auuu.
4. ®n3nyeckni. MexaHM4eckne, aN1eKTpo- U 3N1EeKTPOHHO-MEXaHNYeCcKne NpensaTCTBUSE HA BO3MOXHbIX MyTSX MPOHUKHOBEHUS
noTeHUManbHbIX HapyLIMTenen.
5. AnnapatHo-nporpaMMHbIi (3NeKTPOHHbIE YCTPOUCTBA U cneumasbHble NPorpaMMbl 3almTbl MHGOPMaLUK).

MpuHSTbIE Mepbl NO CO3AaHNI0 6e30nacHo MHPOPMaALMOHHOM CUCTEMbI B LUKONE:

o ObecneyeHa 3awmTa KOMMNbIOTEPOB OT BHELWHUX HECAHKUMOHUPOBAHHbIX BO3AENCTBUIN (KOMMNbIOTEPHbIE BUPYChI, NOrMYecKne
60Mbbl, aTakn xakepoB U T. A.)

o YCTaHOBNEH CTPOruii KOHTPOJb 3@ 3IEKTPOHHON NOYTOM, obecneyeH NOCTOSIHHbIA KOHTPOJb 3@ BXOASILLEN U ncxoasiuen
KOppecnoHAeHUNEN.

YcTaHOBNEHbl COOTBETCTBYHOLME NApOaM Ha nepcoHanbHble K.
Ncnonb3oBaHbl KOHTEHT-OUNLTPLI, AN GUNbTpaLUM CalTOB NO UX COAEPXKUMOMY.

EanHas COBOKYMHOCTb BCEX 3TUX MEP, HampasfieHHbIX Ha MPOTUBOAENCTBUE yrpo3aM 6e30MacHOCTU C LENbio CBEAEHUS K MUHUMYMY
BO3MOXHOCTM yliepba, 06pasyloT CUCTEMY 3alLUTbI.

CrneunanucTbl, UMetLLMe OTHOLEHME K CUCTEME 3alUWTbl AOKHbI MOTHOCTbIO MPEACTaBNAATb cebe NPUHUMMbI ee hYHKLMOHUPOBaHNS U B
cry4yae BO3HMKHOBEHMUS 3aTPyAHUTENbHBIX CUTYaUuil afekBaTHO Ha HUX pearnposaTtb. 04 3aWnUTON A0KHA HAXOANTbLCS BCS CUCTEMaA
06paboTkun nHdbopMauuu.

Nnua, 3aHMmMaowmecs obecnevyeHneMm MHPOPMaUMOHHON 6e30MacHOCTU, AOMKHbBI HECTU IMYHYIO OTBETCTBEHHOCTb.

HazexHasi cuctema 3alwmTbl AOMXKHA 6bITb MONHOCTBIO npoTecTupoBaHa u cornacosaHa. 3almTa CTaHOBUTCA 6onee Sde)eKTMBHOVI n FV|6KOI7I,
€C/1IM OHa AONYCKaeT U3MEHEHME CBOUX MapaMeTpoB CO CTOPOHblI aAMUHUCTpATOpa.

B 3ak/toueHne cBoero Aoksasa xoTenochb 6bl AaTb HEKOTOPble PeKOMEHAALMMN MO opraHn3aumm paboTsl B MH(MOPMaLMOHHOM NPOCTPaHCTBE,
4yTO6bI y6epeub cebsi U CBOMX BIM3KUX OT UHTEPHET-MPECTYNHUKOB.
PekoMeHAaLmMM No opraHnsauunmn pa6otbl B MHGOPMaLMOHHOM NPOCTPAHCTBE

1. Mepea HavanoMm paboTbl HEO6XOANMO YETKO CPOPMYNMPOBaTh Liesb U BONPOC NOUCKa MHBOPMaLMK.

2. XenatensbHo BblpaGOTaTb ONTUManbHbIN anropuTM noucka VIHd)OpMaLI,VIM B C€TU VIHTEPHET, YTO 3HAYMUTEIbHO COKpPaTUT BPEeMSA U CUNbI,
3aTpayeHHble Ha MOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHbIN NUMUT (2-3 Yyaca) paboTbl B MHPOPMALMOHHOM NPOCTPAHCTBE (MPOCMOTP Tenenepenayn, YteHue,
NHTepHeT).

4. Bo BpeMs paboTbl HEO6X0AMMO AenaTb nepepbiB Ha 5-10 MUHYT A1S CHATUS DU3MUECKOrO HamnpsXKeHWst U 3pUTENbHON HarpysKku.
5. Heo6xoanMo 3HaTb 3-4 ynpaxHEeHUs ANs1 CHATUS 3pUTENbHOIO HanpsXeHus U hU3NYECKON YCTanocTu.
6. PaboTaTb B XOPOLIO NPOBETPEHHOM MOMELLEHWUM, MPU ONTUMANIbHOM OCBELLEHUM M B YA06HOI nose.

7. He cTtouT nerkombicieHHO obpallaTtbca cO cnam-nucbMaMmn 1 3axoanTb Ha Hebe3onacHble Be6-canTbl. 18 UHTEPHET-NPECTYMHUKOB Bbl
CTaHOBUTECH NErKoi Aobblvei.

8. Mpu perncrpaummn B coLmanbHbIX CETAX, HE yKa3blBaTe CBOM NEPCOHa/bHbIE JaHHble, HanpUMep: aapec Uu AeHb POXAEHMS.
9. He ucnonb3yiite B SIOrMHe UK Naposie NepcoHanbHble AaHHbIe.

10. Bce 3T0 NO3BONSET MHTEPHET-NPECTYMHMUKAM NOyUYnTb AaHHblE AOCTYNa K akKayHTam 3J'IeKTpOHHOl7I noYThbl, a TaKxXe VIHCbVILl,VIpOBaTb
AomawHue MK gnsa BkAOYEHUS UX B 60T-CeTb UK ANS NOXMLLUEHUSt 6AHKOBCKUX AaHHbIX po,uMTeneﬁ.

11. Co3paitTe co6CTBEHHbIV NpoduUab Ha KoMNbloTepe, YTo6bl 06e30nNacnTb MHMDOPMaLNIO, XPaHSLLYHCS Ha HEM.

12. He 3abbiBaiTe, 4TO haKTbl, O KOTOPbIX Bbl y3HaeTe B IHTEpHETE, HY>XXHO O4YEeHb XOPOLLO NPOBEPUTL, ecnn BbibyaeTe NCNonb30BaTh UX B
cBoen aomalHel paboTe. LlenecoobpasHo cpaBHUTL TPU MCTOUYHUKA MHPOPMaLMKN, NPeXAe YeM peLunTb, KakKMM UCTOYHMKAM MOXHO A0BEpPATb.

13. O AOCTOBEPHOCTM UHMOPMALMK, MOMELLEHHOW Ha CaiTeé MOXHO CyAMTb MO CaMOMy CaiTy, y3HaB 06 aBTopax caiTa.

14. Pa3melnasn nHdbopmaunio o cebe, cBOMX 6IM3KUX M 3HAKOMbIX Ha CTPaHMLAX COLManbHbIX CETEN, CNPOCUTE NpeABapuUTENbHO paspelleHne y
Tex, 0 KoM byaeT aTa nHdbopmaums.

15. He cneayet pasmewartb Ha cTpaHuuax Be6-caitos cBou doTorpacdum n dotorpadmm cBoMX 61M3KMX M 3HAKOMbIX, 3@ KOTOPbIE BaM MOTOM
MOXET 6bITb CTbIAHO.

16. Cobntopaitte npasuna 3TMkn npu obeHnn B UHTepHeTe: rpyboCTb NPOBOLMPYET APYrMX Ha Takoe e noseaeHune.

17. Vicnonb3ys B cBOei paboTe MaTtepuas, B3sTbli U3 MHOOPMALMOHHOIO UCTOMHMKA (KHUrA, neproanyeckas nedvats, IHTepHeT), cneayer
yKasaTb 3TOT MCTOYHUK MH(OPMaLMM NN CAENATb Ha HEro CCbIIKY, ecin MaTepuan 6bi1 BaMu nepepaboTaH.

PEKOMEHAYEM

«Be3onacHocTb B UHTepHeTe» — Kypc oT Akagemumn SlHaekca

°
Kypc ans WKonbHWKOB 6—9 Knaccos, HO OH 6yAeT noneseH U poauTeNnsM, a TakXe y4YuTensam, niaHupyowmM pacckasbiBaTb B WKoe 0 6e30nacHoM
MCMOJSIb30BaHUN MHTEPHETa, HanpuMep, Bo BpeMsi Bcepoccuitickoro ypoka no 6e30macHOCTM B MHTEPHETE, MU NPOBOAUTbL YPOKU (PUHAHCOBOW

rpamoTHocTu. B Kypce Tpu pasgena. Kaxpabii pa3aen CoCToOUT U3 KOHCNEKTa ANA CaMOCTOATENIbHOMo Uy4dyeHuna, BUAEO-ypoKa U TeCTa, noMorawuiero
ny4yuwe ycBouTb M3yHeHHbIVI MaTepuan. Mbl HaaeeMcsl, YTO KYpC NMOMOXET IOHbIM MO/Ib30BaTENAM MHTEPHETA HE NONacTbCA Ha YA0YKY MOLUEHHUKOB.

Nura 6e3onacHoro MHTepHeTa: ypoku 6e3onacHoro MHTepHeTa. 34ecb Bbl HaliaéTe pasHoobpasHble MaTepuanbl K ypokam 6e3onacHoro
WHTepHeTa.

.
Ha carite «LleHTp 6e30nacHoro nHTepHeTa B Poccun» nonesHas nHpopmauns Ansa AeTein, NoapOCTKOB U B3POC/bIX.
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o https://mBn. document/1910260
WNHTepHeT-MoweHHn4YecTBo. MamaTtka MB/ ans rpaxaaH.

o JInHma nomowm «Jletm oHnaH» — 6ecnaarHas Bcepoccuickas cnyx6a renedoHHOro u oHnaiH
KOHCY/IbTUPOBaHUA ANA AETEW U B3POC/biX No Npobiemam 6e30nacHOro UCnosb3oBaHUA MHTEPHETA U MO6UNbHOW CBA3M.

© lFopsiyas Jinnua doHpa [Ipy)KECTBEHHbIV PyHet

®denepanbHan nporpamma 6e3o0nacHOro AeTcKoro nHrepHera rorynb
UHTepHeT n getn. CoBertbl No 6e3onacHocTu oT nabopatopun Kacnepckoro
MNpaBuna 6e3onacHoi pa6oTbl B UHTEPHETE OT KOMNaHuu Microsoft
Ponuku no 6e3onacHOMy MCNoJib30BaHUIO MHTEPHETa OT KoMnaHuu Google
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http://detionline.com/helpline/about
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http://www.friendlyrunet.ru/
http://gogul.tv/
http://www.kaspersky.ru/keeping_children_safe
https://technet.microsoft.com/ru-ru/library/cc722487.aspx
http://www.youtube.com/watch?v=3Ap1rKr0RCE

